BE30MACHOCTb OHJTAMH NMNATEXEN

MnaTtexun. Onnata 6aHKOBCKOW KapTOW OHManH

Haw cant noaknioyeH K WHTEepHeT-3KBaupuHry, n Bbl MoxeTe onnatutb Ycnyry
6aHkoBckon kapton Visa wnu Mastercard. [Nocne nogTeepxaeHus BblGpaHHOM
nporpaMmbl OTKPOETCH 3allUMLLEHHOE OKHO C MMaTeXHOW CTpaHuLen npoLecCUHroBOro
ueHTpa CloudPayments, roe Bam Heobxoaumo BBecTM AaHHble Baluen 6aHKoBCKOWM
KapTbl. [Ana [ONONHUTENbHOW ayTeHTUMUKaUMM OepxaTens KapTbl MCMNonb3yeTcs
npoTokon 3-D Secure. Ecnu Baw baHK-aMUTEHT nogaep>XmMBaeT AaHHYK TEXHOSOMUI,
Bbl OygoeTe nepeHanpaBneHbl Ha ero cepsep AN NPOXOXAEHUS OOMNOSMHUTENBHOM
noeHtuvkaummn.  WMHdopmauuio o0 npasBunax UM MeTodax  JONOSTHUTENbHOW
noeHTurkaumm ytouHante B baHke, BolgaBsem Bam 6aHKOBCKytO KapTy.

Ycnyra  OHnawH-onsiaTbl  OCYLWECTBASETCA B COOTBETCTBMM C  MpaBunamu
MexayHapoaHblx nnaTtexHblx cucteM Visa n MasterCard Ha npuHuunax cobnogeHus
KOH(pmnaeHumMansHOCTM 1 6e30MacHOCTM COBEpPLUEHUS nnaTtexa, 418 3Toro UCnosib3ykTca
camble aKTyarsibHble MeToAbl NPOBEPKU, LUMPOBaAHUS U Nepefaymn JaHHbIX N0 3aKpbITbIM
KaHanam cBs3u. Beog gaHHbIX 6aHKOBCKOM KapTbl OCYLLECTBAAETCS B 3alUMULLEHHOM OKHE
Ha nnaTtexHon ctpaHuue CloudPayments.

B nons Ha nnaTtexHown cTpaHuue TpebyeTcs BBECTM HOMeEP KapTbl, UM Bragenbua
KapTbl, CPOK OEWCTBUA KapTbl, TPEX3Ha4YHbIN Ko 6e3onacHocTn (CVV2 gna VISA vnnu
CVC2 pona MasterCard). Bce HeobxoguMmble gaHHble OTOOpaXKeHbl Ha MOBEPXHOCTU
©aHKOBCKOM KapThl.

CVV2/ CVC2 — 3710 Tpéx3HaudHbIn Kog 6e3onacHOCTU, Haxogsawmnca Ha 06opOTHOM
CTOPOHE KapThbl.

[lanee B TOM e OKHE OTKpoeTcsl cTpaHuua Bawero 6aHka-amuteHTa ansa seoga 3-D
Secure koga. B cnyyae, ecnu y Bac He HacTpoeH ctatuyHbin 3-D Secure, oH OygeTt
oTnpaBsneH Ha Bawl Homep TenedgoHa nocpeactsom SMS. Ecnun 3-D Secure koa k Bam
He npuwern, To crnegyeT obpaTntcsa B Ball 6aHK-3MUTEHT.

3-D Secure — 31O camas coBpeMeHHaAa TexXHONormn4a obecneveHusi 6e3onacHoOCTU
nnaTtexeun no KapTamM B CETU UHTEPHET. lNo3BonsieT ogHO3HAYHO I/I,El,eHTI/I(bI/ILl,I/IpOBaTb
NOOJIMHHOCTb [AepXaTenAa KapTbl, OCyullecTBdlowero onepauuto, “M MakCuMalribHO
CHU3NTb PUCK MOLUEHHNYECKNX onepau,mﬁ no KapTe.

MapaHTUn GesonacHocTu

Mpoueccunrosbin LeHTp CloudPayments 3awmwaet n obpabatbiBaeT gaHHble Balwen
B6aHkoBckoM KapTbl No ctanHgapTty 6esonacHoctn PCIl DSS 3.0. MNepegayva nHdopmaumm
B MMATEXHbIN W03 NPOUCXOAUT C MPUMEHEHMEM TexHonormm wudppoBaHmnsa SSL.
[anbHenwaa nepegaya MHGOpMauun NPOUCXOAUT MO 3aKPbiTbiIM GAHKOBCKUM CETAM,
UMEeLUM HaumBbICLUMA ypoBeHb HagexHocTn. CloudPayments He nepegaeT AaHHble
Bawen kapTbl HaM U WHbIM TpeTbUM nuuam. [na OOoNoONHUTENbLHOW ayTeHTUdUKaunm
aepxartens KkapTbl ucnonbayeTtca npoTtokon 3-D Secure.



B cnyyae, ecnn y Bac ectb Bonpocbl nNo coBepLueHHOMY nnartexy, Bbl moxeTte
obpaTntbca B cnyxby MOAAEpPKKU KIMEHTOB MNMATEXHOro cepBuca MO 3NEKTPOHHOM
noyte support@cloudpayments.kz.

Be3onacHoCTb OHNaWH-NNaTexeun

MpepoctaBnsemasi Bamu nepcoHanbHas nHdopmaums (Mms, agpec, TenedoH, e-mail,
HOMep KpeaAUTHOWM KapTbl) ABNSETCA KOHUAEHUNANbLHOM U HEe NOASNEXMUT pasrialleHuIo.
HaHHble Bawen kpeantHon KapTbl NepenarTcs TOSbKO B 3amnMdpoBaHHOM BUOE U He
coxpaHsatTca Ha Hawem Web-cepsepe.

BesonacHocTb obpaboTkm WMHTepHeT-nnatexen rapaHtupyet TOO «CloudPayments
Kazakhstan». Bce onepauuu ¢ nnatexHbiMK KapTamu MPOUCXOAAT B COOTBETCTBUM C
TpeboBaHuamu VISA International, MasterCard n gpyrux nnatexHbix cuctem. [pu
nepefadye  MHQopMaumm  UCNOMb3YKOTCA  CNeuuannu3npoBaHHble  TEXHOMOMmmn
0e30nacHOCTN KapTO4YHbIX OHMaMH-Nnartexen, obpaboTka [daHHbIX BedeTcss Ha
6e30rnacHOM BbICOKOTEXHOSTOMMYHOM cepBepe MPOLECCUHIOBON KOMMaHUMW.

Onnata nnaTteXxHbiMu KapTtamMmu 6e3onacHa, NOTOMY YTO!

Cuctema aBTOpU3auMM rapaHTUpyeT MOKynaTemnto, YTO nraTexHble PEeKBU3UTbI ero
nnaTtexHon kaptel (Homep, cpok pgencteus, CVV2/CVC2) He nonagyT B pPyKu
MOLLIEHHWKOB, TaK Kak 9TW [aHHble He XpPaHATCS Ha cepBepe aBTopu3auumu U He MOryT
ObITb MOXULLIEHBI.

lMokynaTtenb BBOAWT CBOM MNaTeXHble [AaHHble HENnocpeacTBEHHO B CUCTEME
aBTopm3aumm CloudPayments, a He Ha canmTe MHTEpPHET-mMara3uHa, crnefoBaTesibHO,
nnaTexHble PeKBM3UTbl KApTOYKM NoKynaTens He ByAyT AOCTYMHbI TPETLUM NULAaM.



